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Chemical Processes”
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ary of Acronyms and Abbreviations

COTS : Commercial Off The Shelf

DoS : Denial of Service

DMZ : “Demilitarized Zone” (colloquial term in this context)

HMI : Human Machine Interface (e.g., operating workstation)
IACS : Industrial Automation and Control System

|IEC : International Electrotechnical Commission

ISA : International Society for Automation

IT : Information Technology

NIST : National Institute of Standards and Technology
RAGAGEP : Recognized And Generally Accepted Good Engineering Practice
SCAI : Safety Control, Alarms, and Interlocks

SIS : Safety Instrumented Systems (subset of SCAI)
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Key Standards relatedto
Cyber Security of SCAI

Was
“ : - ISA-99
IEC-61508, “Functional safety of ISA/IEC-62443 Parts 1-3 /L)
electrical/electronic/programmable “Security for industrial
electronic safety-related systems” — automation and control
RAGAGEP Standard for SIS systems” - Suite of 13
Component Manufacturers documents addressing IACS

cyber security

NIST 800-82 “Guide to
Industrial Control

ANSI/ISA-84.00.01-2004 Parts 1-3 Systems (ICS) Security)”
(IEC 61511 Mod),“FUNCTIONAL
SAFETY — SAFETY INSTRUMENTED ISA TR84.00.09 “Security

SYSTEMS FOR THE PROCESS
INDUSTRY SECTOR” — RAGAGEP
Standard for SIS End User

— Countermeasures Related to
SIS” — Merging material from
these standards to provide
guidance for cyber security
for SIS and associated IACS




for IT # Cyber for IACS\_/
Concerns of Defender

Priority for IT Defense: Priority for IACS Defense:
Accessibility Data Integrity
Data Confidentiality Accessibility

Data Integrity Data Confidentiality




~_Lyn er for IT # Cyber for IACS
L|kely Objective of Intentlonal\—/

Attacker/Consequences of Attack
Intentional Attack on IT Intentional Attack on

Systems (i.e., JACS Systems (i.e.,
Enterprise Network): levels 0-2):

Theft of Confidential or Cause of Harm to ... "Il II
Proprietary Information Physical Assets

Business Disruption (e.g., Personnel b &a
DoS) Environment H®

_ _ H®
Reputation/License to
Operate $ $
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~_Cyber for IT # Cyber for IACS
vel of Skill Required to Attack?n—/

Unprotected System

IT Systems (i.e., JACS Systems (i.e., levels
Enterprise Network): 0-2):
Low to no skill needed It depends...

Necessary tools and tutorials

are publically available i
Present Realities:

Past Beliefs: More IACS components are using COTS
Security Through Obscurity hardware and operating system software
Proprietary controller Newer commercial SCAI designed to network
technologies make it impossible easily — driven by end user desire to have

(or prohibitively expensive) to — seamless access to information through mobile
attack IACS technology

SCAI systems are physically Training on common controller systems (and

separated from the process associated malware) readily available to public
pptrol network Cyberattacks are now BIG BUSINESS

5 ____'_,____...--"'_ =—




Cyber for IT # Cyber for IACS
- erences in Countermeasures érrd/

Recovery From Attack

IT Systems (i.e., JACS Systems (i.e.,
Enterprise Network): levels 0-2):

Frequent patching (resolve Countermeasures cannot
application incompatibility threaten IACS system
iIssues later) availability (CONTROL

MUST GO ON)

When in doubt...REBOOT ~ NO REBOOTING!!! (at least
while the process is

operating)

Can’t simply “reload”

When rebooting doesn't damaged equipment or
work, reload the backup injured personnel




By Jonatha

N Fildesy

January an
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Intruder sabotages a_wats

remote\'?’ de ~ =1 | Cyberattack on German Steel Plant Caused
onﬂi‘;"i = ' | Significant Damage: Report

sﬁﬁnp‘ By Eduard Kovacs on December 18, 2014




Hazard and Risk
Analysis

| Safety Lifecycle (SCAI)

!

Conceptual Protection
Strategy/ IPL Design

IACS Cyber Secur'rt-y—/

work process

Cyber Security Risk
Assessments

!

Conceptual
Countermeasure
Design

Preliminary Design €
Review (FSA 1)

Detailed Design and
Engineering

Detailed Design

Detailed Design and
Engineering

Review (FSA 2) €

Implementation,
Verification and
Validation

{

Implementation,
Verification, and
Validation

Pre-Startup Safety <
Review (FSA 3)

Operation,
Maintenance,
Auditing and Change
Management

Slower change
cycle

Slower audit
cycle

Faster change
cycle

Faster audit
cycle

Operation,
Maintenance,
Audltlng and Change




r Security is a Moving Ta ,-Ee—f/

« SCAI functional effectiveness degrades due
to entropy and neglect

— Well known causes and solutions

« SCAI Cyber Countermeasure effectiveness is
constantly subject to active erosion

— “Black hats” actively inventing new attack
mechanisms

— |ACS technology changes create new
vulnerabilities daily




tindational Requirements and —*
Levels of IACS Cyber Security

SEVEN Foundational Requirements: Security Levels:
« l|dentification and authentication 0 — no security protection necessary
control (IAC) 1 — protection against casual or
« Use control (UC) coincidental violation
« System integrity (SI) 2 — protection against intentional
- Data confidentiality (DC) violation with simple means, low
» Restricted data flow (RDF) ﬁﬁgg\%%%%’ generic skills, and low
* Timely respon§e to events (TRE) 3 — ... sophisticated means, moderate
* Resource availability (RA) resources, IACS specific skills,
and moderate motivation
4 — ... sophisticated means, extended

resources, IACS specific skills,
and high motivation

Example Cyber Security Target Vector:
SL-T (SCAl zone)={33203 14}




=TR84.09 SCAI Cyber Attack Th reat—"
Sources

Malicious Hacker

(Authorized) Third Party Contractor (e.g.,
remote support contracts)

Well-meaning Insider
Malicious Insider (i.e., intentional sabotage)

Some attacks can involve a combination of
sources (e.g., a well-meaning insider

inserting mobile data device infected with

mobile data written by malicious hacker)
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%er Security Countermeasures

. _ Network Firewalls
Physical Security Control o
Disabling Unused

Personnel Security Controls Ports/Apps/Features

Area Network Switches Log Auditing

Intrusion Detection Systems -
Smart Card Authentication

Unidirectional Communication

Physical/token authentication Virus Detection Systems

High-security Biometric Authentication

Challenge/Response

Operating
, System Password Authentication Authentication
Location-Based
Authentication et hased Firewalls Cryptography Vulnerability

Automated Software Scanners

Device-to-Device Authentication
Management Tools

».. Forensics/Analysis Tools




How the SCAI and the Process Control portions
of the IACS are connected to each other will
significantly change the countermeasure
strategy design for the SCAIl system(s).

Examples: ALL of the SCAI functions (safety
controls, safety alarms, and safety
interlocks) are implemented on the
controller(s) within the Safety network zone




’ Control System includes the Process Conu:Q.L/

System and Safety System

[Figure 4.1 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]
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Z Nl
one Sensor(s) inI

Element(s)




Pictorial Diagram of Air-Gapped Systems

A

[Figure 3.10 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]
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- Sensor Final -~ Control Safety
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i

2 security zones

No permanent digital
connection between SCAI and
rest of IACs network

No remote access capability to
SCAl

Most inherently secure SCAI
zone architecture

Least convenient architecture
for data acquisition or upgrade
support

Guard against mobile
devices/mobile code and
access to HMls/workstations



Pictorial Diagram of Interfaced Systems
[Figure 3.12 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]

Y En(;%rg;?ilng Permanent digital connection
oy Workstation Contol Level2 between SCAIl and Process
I A o o b N Y Controller communication
Network Switch - ;}T Network S .
modules(e.g., serial or ethernet)
COIIH [/L0] L |1
Process Control i eve .
Logic Solver E g COM-COM links are usually very
Workstation constrained in format and not
"""""""""""" Gomtypes [y Ty o Tvees capable of transmitting mobile
; Qe uéq A-!% - code or instructions which could
- Sensor Final ¢ Ik : .
.. Flementi:: 2 # l'Sensor Final . & | Levelo Fesult in loss of SCAI controller
8 e sensor Fnal |f 2 Eementzi ] _ :
. 1 E|BITI€I"I[1§ Sensor Final . .
: o I 2 g'ﬁ'fff?‘?.”.*.?.: Loss of communication should not
: Sensor  Final ontro afe . . . .
1 Element1: N ty) impact SCAI functionality. Firewall
1 i should support point-to-point
' authentication, use controls, avert

overloading the COM module, etc.




Bictorial Diagram of Integrated with Isolated NeWK/

[Figure 3.14 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]

Logic Solver

- Engineering
Hardwired Workstation
ComTypes™ ||° 4 ki TUREER
- Sensor Final - i 5 |
i1 Flementd:: 2 ¥ | sensor Final
: ® @ : Sensor Final {|: 2 Element2::
: E g 1 Elementq | .
ESanor Final :  Control
o ! Elementi: L )

Process Control Wis

i

Level 1

Level 0

Permanent digital connection
between SCAl and Process
Controller (COTS) network
switches

Vulnerability to the broad range of
threats which can be made
through network for the safety
HMI, engineering workstation, and
SCAI controller

Strong controls are needed at
switch and firewall to perform the
broad range of countermeasures
needed to secure SCAI portion of
network




# Combined systems with strong dependeney\_/

— Shared PCN and 1/O Bus

[Figure 3.17 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]

1 zone: Can no longer sever

network communications to SCAI
tevel2 controller without losing SCAI
functionality (i.e., Safety Alarms),
so secure entire zone as SCAI

_______ Often the controllers in this
architecture are of identical

= - i Level 0

Sensor  Final Sensor  Final technology (vulnerable to identical
1  Element1 2  Element2 . .
\ / attack) and may share engineering
‘ , workstation

' Shared I/O network creates
1 security zone additional vulnerabilities for
Safety Controls and Safety
Interlocks, as well as Safety Alarms
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onvenient Access <> Ease of Security




(SCADA) Process Control Architecture

[Figure 4.9 CCPS Guidelines for Safe Automation of Chemical Processes DRAFT 2016]
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R84.00.09 Current Revision Cycle

« Expanding content to address cyber
security impact of IACS associated with
Safety Instrumented Systems (e.g., SCAI)

» Adding more detail to the various steps of
the cyber security work process for SCAI

* Restructuring existing content to align
more transparently with the work process

 Enhanced IACS network example
comparison (Annex A).
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- SCAI Cyber Security Summary

« Don’t connect what you don’t have to connect
— |s convenient SCAI access worth the risk?

 Actively protect what is connected

— Threats come from ALL directions: disable unused
features and guard all approaches

— Proactively monitor access through gateways and
firewalls, respond promptly, and IMPROVE

* Respect the differences between IT and IACS
cyber security— sufficient number of competent
resources needed for active management of both

e Train...train...train...DRILL...AUDIT users of the

system in their cyber security countermeasure
responsibilities and to avoid “social engineering’
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